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Objectives :

→ Investigate DNS protocol   
                                              



  

DNS Protocol
 



  

 - What is DNS?
 → Domain Name System (DNS) is application layer protocol .
 → DNS translates Internet hostnames to IP addresses.

 → DNS message format can vary, depending on ether it is query or Reply
 

                                            



  

 - DNS Query

 → Transction ID 
- Match replys to queries

 → Flags
- Specifies the operation (query)

 → Questions
- Number of entries in Questions section 

 → Answer RRs
- Number of entries in Answer section 
- always set to Zero in Query

 → Queries
- query domain name for which the query is send  
- query type that define type of question A, AAAA, MX, CNAME
- query class    

                                  



  



  

 - DNS Reply

 → Transction ID 
 → Flags

- Specifies the operation (query response)
- response status code 

 → Questions 
 → Answer RRs
 → Queries

  → Answers 
- domain name 
- type
- class
- TTL :how long this record can be cached   

                                  



  



  

  Let’s have fun  
    1. How to use nslookup command to resolve a hostname or IP address?

- Find IP address of “wireshark.com” 
- Find hostname of “108.174.10.10”
Hint : $ nslookup DOMAIN  # returns IP address

$ nslookup IPADDRESS  # returns domain name
2. what is the IP address of your local DNS server?  
3. Can you resolve a hostname from a specific DNS server?(ex: ns1.sprintlink.net)

Hint : $nslookup DOMAIN DNSSERVER 
4. Capture some DNS packets using wireshark. find DNS query and 
   reply messages. Are them sent over UDP or TCP?
5. What is the default port number for the DNS service ? 
6. From DNS packets identify the following:

a. Destination port for the DNS query. 
b. Source port of the DNS reply. (what this port represent?)
c. Examine the DNS query message.
d. Examine the DNS reply message.

                                            



  

  Bonus ! 
    # Why nslookup command result comes from server IP 127.0.0.1? How 

    You can change this behavior to use your DNS IP ?
# what is DNS query Class ?
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